«OCTOpPOXHO, MOMIEHHHKH ! »

B ycnosuax pasBUTHS UUGPOBOH SKOHOMHKH, , MCKTPOHHBIX IUIATEXKHBIX CHUCTEM
NEPCOHANBHBIX AMEKTPOHHEIX YCTpOHCTB ¥ HMHTepHeTa CTPEMHTENBHO BO3POCIO KOIMYECTBO
COBEPINEHHBIX ¢ MX HCIIONB30BAHAEM NPECTYTIICHHIA.

CoBepmeHHIO AaHHOH KATETOpHA MNPECTYILICHHIH CHOCOOGCTBYIOT AOBEPYMBOCTB TIpayciaH,
HEAOCTATOUHAS HX OCBEAOMJICHHOCTD ¥ NPEHEOPEXKATENBHOE OTHOIICHAE K 3I€MEHTAPHBIM PABHIIAM
6e30MacHOCTH.

Jls npegynpexaeHns NPOTABONPABHEIX ACHCTBHI NO AUCTAHIMOHHOMY XHLICHHIO JCHEKHBIX
CPEACTB BAXKHO 3AMOMHHTE CICAYIOUIEE.

Cotpyznuuku Oanka 110 TenedoHy WM B 3EKTPOHHOM MUCHEME HE 3aMpaliinBaIOT:

* mnepcoHalbHEIEC CBEICHMSA (CepHa H HOMEp Macrnopra, a,upec PETHCTPALIMH, WMA B (HaMHIIHA

BAAAENLLA KapThl);
* peKBU3NTHL, CPoK pelcTBus, [IMH- 1 CVV-Koxer 6aHKOBCKHX KapT;
e maposd und koawl u3 CMC-coobLueHr AT MOATBEPKACHUA GUHAHCOBBIX ONEPALHA MK
HX OTMEHBI;
® JIOTHH M IApoJib i BXOJa B JIMYHBIA kaOHHET KineHTa OaHka.
Cotpynnukm 6aHka TakkKe He NpeIarakT:
¢ YCTAHOBHTH NPOTPAMMBI YAIEHHOTO HOCTYNa (MJIA HHBIE CTOPOHHHE IIPHJIOKEHHA) Ha
MOOHNBHOE YCTPOKCTBO W Pa3pelunTh NOAKMOYEHHEe K HHM IO NMPEeIIOroM TeXHUYECKO
MOANEPXKKH (HaNpUMEp, YAAICHHE BUPYCOB),
nepeiT mo coslike us CMC-coobuenws;
BKJIIOYHTH lIepeaipecalldio Ha TenedoHe KIMEHTa AJIA COBEPIICHUA B AaTbHEHIIEM 3BOHKA
OT ero HMeHH B OaHK; :
e O HX DPYKOBOJACTBOM MEPEBECTH NN COXPAHHOCTH JICHEXKHBIE CpeAcTBa Ha
«3aWMIIEHHBIC» WK «Oe3onacHble» CYETa;
"® 3aHTH B OHNaKH-kabuHeT 110 cobuike U3 CMC-coobIEHN s Ui SNEKTPOHHOTO HCEMA.

baHk MOXeT MHHIMHPOBATH OOLICHHE ¢ KIMEHTOM TOJNBLKO IS KOHCYJAbTAUMH 110
NPEAOCTABIAEMEIM yemyraM. [1py 5TOM 3BOHKH COBEPIIAIOTCH ¢ HOMEPOB, YKa3aHHBIX Ha 06OPOTHOH
CTOPOHE KapThl, HAa OQHIMANBHRIX calfTax W GaHKOBCKMX NOKyMeHTax. MHble HOMEpa He WMEIOT
HHKaKOrQ OTHOINEHUS K OaHKY. :

_ Yro6Bl HE CTaTh XKEPTBO AHCTAHUMOHHOTO MOLIEHHH4ECTBA CNEAYET HCIONB30BATH TONLKO
OLI)IHIHaJIbHBIe KaHAJIb! CBA3H: :
- (hopmbl oOpaTHOM CBA3M HA caiTe GaHKa 1 B MOOHIBHOM np;moxceﬂnn'

o TeneOHBl ropSUMX JIHHHIA,

e TPYNOBI MM YaT-00ThI B MecCeHDKEpax (ecu TaKOBLIE HMEIOTCS).

Baxxo mnomuuth, ¥TO0 MOOHIBHBIE NpPHAOKEHHS OaHKOB CHEOYEeT CKayuBaTh 4depes
opuruansHele Marasuael (App Store, Google Play u 1.11.).

. HeoOxonuMo yduTHIBATB, YTO JACpKATeIb KapThl 0043aH CaMOCTOATENBHO 00eCneudTh
KOH(l)H,ELeHuHaJ'IBHOCTb €€ PEKBH3HTOB M B 3TOH CBA3M n30eraTo:
e TOAKIFOYEHHA K ofmenocTynHbM ceTam Wi-Fi;
e pcnonezopanus [IWH- -wm CVV-xkogos npu 3akase TOBapoB U YCJIYr uepe3 CETh
«HMurepHer», a Taoke no renedony (paxcy); '
e CcooblEHHA HA3BaHHBIX KOJOB TPETHMM JHMUaM (B MPOTHBHOM cliydae mo0ble ONEpaluu,
COBEpINEHHBIE ¢ HMX HCHOIb3OBAHMEM, CHMTAIOTCS BLIIONIHEHHBIMH CaMUM JIepiaTenem
KapThl H He MOI'YT OBITH OIPOTECTOBAHEL).

Ilpu ucmonb3osanuu GaHKOMATOB OTAaBaliTe NPEANOYTEHHE TEM, KOTOPbIC YCTAHOBICHEI B
3amnn1§uﬂm Mectax (HanpuMep, B FOCYHPEKIEHAAX, OPucax GaHKOB, KPYNHBIX TOPTOBBIX LEHTpAX).
Tlepen ero HCONB30BAHHEM, OCMOTPHTE H yﬁenmecs, 9T0:

¢  BCE ONEPAIMH, COBEPIIASMEIE TIPSABIIYIIMM KIHSHTOM, 3aBCPLICHEL,

® Ha KNaBHATYPE H B MECTE JUIL IPHEMa KapT HET RONOIHHTEILHEIX YCTPOHCTB;
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® OTCYTCTBYIOT HEHCIIPABHOCTH M HHBIE IIOBPEIKICHHUS.

Cosepiast onepauuu, He NpUCIyIIHBaiTeCh K COBETaM HE3HAKOMBIX JIFOJICH H He MpUHUMAalTe
HX TIOMOIIb.

[Ipu ucnoms30BaHUM COTOBBIX TENE(HOHOB (cmapT(pOHOB) cobmoaaiTe cleyole NpaBuia;

® [IpU yCTAaHOBKE MOOMJIBHBIX MPHIIOKEHHH oOpainaiite BHUMAaHHE Ha MOJHOMOYHUS, KOTOpBIE
OHHM 3ampamMBaioT. ByabTe 0COGEHHO OCTOPOXKHBI, €CJM NPHIJIOKEHHEe NMPOCHT MpaBa Ha
YTEHHE aJpeCHON KHHIH, oTiipaBKy CMC-coo0uiennit 1 HHBIX YBEJIOMIICHHH, TOCTYII K CETH
«HuTepreT;

® OTKIIOYHTE B HACTPOIKax BO3MOXHOCTH MCIOJIB30BAHUS TOJIOCOBOTO YNpPAaBIEHUS IIPH
3a0JIOKMPOBAHHOM JKpPaHe;

e He nepexoauTe 1o ccbuikaM u3 CMC-yBeoMiieHuil, pa3IMuHBIX YaTOB U MECCEHKEPOB, HE
yOeIUBIIKCH B UX JIOCTOBEPHOCTH (Tlepe3BaHUBANTE JIFOAAM HX [TPUCIIABLINM);

® He IEepeUNCIISIiTE JIeHEe)KHbIE CPeICTBa 3HAKOMBIM, POJCTBEHHHKAMH H ONH3KHAM JHLAM Ha
UX NpockObl O nepeBose AeHekHbIX cpeactB U3 CMC-yBeoOMIeHHI, pasIHuHbIX YaToB M
MECCEeHDKepOB, He YyOeIMBIIHCHE B HMX JOCTOBEPHOCTH (Ilepe3BaHHBaiiTe MIOIAM HX
NPUCIIABIINUM);

Ilps HCTIONB30BAHMK HMHTEPHET-CEPBHCOB, B TO YHCJE JUIS NMOKYNKH W IMPOAAXKH TOBApOB W

okasaHus ycayr (ABuTo, HOna u T.11.) 3anI0MHHTE PAX IPOCTHIX IPABHIT:

® HCIOJB3YHTE cpescTBa OOLIEeHNs, NPeI0oCTaBIeHHbIE JaHHBIMU CaAHTaMH;

® HE IIEPeXOJMTh HA «UHIAMBHIyaIbHOE» OOLIEHHE C TOCTOPOHHMMH JIMLAMH C
HCIOIb30BAaHHEM JIMYHBIX HOMEPOB TeNe(OHOB;

e He IepeAaBaTe CBOM IIEPCOHAIBHBIC JaHHbIE, B TOM YHCJIAa ajapec IpOKHBAHUA,
KOHTaKTHbIE Tesje(oHbl, GAaHKOBCKME PEKBM3HTBI M KOJbl IOATBEPXKICHHUS OaHKOBCKHX
orepaui;

® UCTIONB3YHTE TONBKO MOPAAOK U (OPMEI OIUIATHI, MOIYYEHHs TOBApOB, MPENYyCMOTPEHHbIE
JAHHBIMH MHTEPHET-CepBHCAMH.

[Ipu omnare ToBapa W yciayr B cetH «MHTepHeT» (0COOEHHO NMpH NPHBS3KE K PEryisipHbIM
rlaTexxaM MM aKkayHTaMm) TpeOyeTcss BCerJa Y4YHThIBaTh BBICOKYIO BEPOATHOCTR Mepexoja Ha
NMOUIC/IBHBIA CaNT, CO3JaHHBIH JUIS KOMIPOMETALUMH KJIHEHTCKHX JIaHHBIX, BKJIIOYas IUIATEIKHBIC
KapTO4HbIe JIaHHbIE.

Jls MHHEMH3AIMH BO3MOKHBIX XHILCHHH NP NPOBEICHUH ONepanuit ¢ HCrOIb30BaHHEM CETH
«HHTEpHET» pEKOMEHIYeTCA:

e odopMHTE BHPTYaIbHYIO KapTy C YCTaHOBJIEHHEM pa3sMepa WHAMBHAYaJIbHOIO JIHMHTA.

OrpaHHYMBAIOMIEr0 ONEPALIMH, B TOM YHCIIE C MCIONB30BAHMEM APYTHX OaHKOBCKHX KapT;

e pBHuMartenbHO uHTaTh TeKCTHl CMC-coobmeHnii M HHBIX YBEJOMJIEHHH C KOJaMH
MOATBEPKACHUN, NPOBEPATL PEKBU3UTHI onepauui. EciuM pexBU3UTHI HE COBIAAAIOT, TO
TaKoH 1apoJib BBOJUTH HEJbB3A.

Korma Gank cuurtaer coBepliaeMble OT HMMEHHM KJIMEHTa OINEpal{u HOﬂOBpHTEJ‘[bHMMH OH
MOJKET II0 CBOEW MHHIHATHBE BPeMEHHO 3a0NIoKupoBaTh J0CTyn K cepucam CMC-6anka n onnaiiu-
kabuHera. Eciti onepalny coBepleHb! AepxKaTeneM KapThl, Ui ObICTPOro BO30OHOBIEHHS J0CTYIIA K
JIEHEXKHBIM CPeICTBAM J0CTATOYHO MO3BOHUTH B KOHTAKTHBIHM LIeHTp OaHka.

B ciyyae yTepH MM CMeHBl HOMepa TenedoHa, NPUBA3AHHOrO K OaHKOBCKOH Kapre.
HeoOXoauMo: .

e cBs3aThCA ¢ GaHKOM i oTKiIrO4YeHHs yenyru CMC-yBe1oMIIeHUsA;

e 3a6I0KHPOBATH CUM-KapTy, 0OpaTHBIIKCE K COTOBOMY OMNEpaTopy.

IIpy BO3HHKHOBEHHMM MAJCHINMX [OAO3PEHHH HACYET TMPEANPHHHUMAEMBIX TIOIBITOK
COBEpIIEHHS MOIICHHAYECKHX JAeHCTBHI ClIeiyeT He3aMeUTUTENIbHO YBeIOMIATh 06 3TOM OaHK.

Cobmonenne mNpHBENEHHBIX MEP M PEKOMEHAAUWil IMO3BOJHT IpPENOTBPATHThH Cly4an
TUCTAHIIMOHHOTO XMINECHHUS JEHEeXHBIX CPE/CTB.



